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There are 2 fields of GF(16) with primitive B =1 x + 0, or 2 hex. This document will only use
GF(16) based on the polynomial x* + x + 1 .

There are 16 fields of GF(256) with primitive o = 1 x + 0, or 2 hex. This document will only
use 2 of them based on the polynomials x& + x* + x3 + x2+ Land x® + x” + x® + x* + 1.

There are 64 fields of GF(16) with oo =1 x + 0, or 10 hex, with GF(16) based on x* + x + 1.

Only a few of the 64 fields can be used to map from any specific GF(256). The requirement for
mapping is that math operations of a.‘s in both GF(256) and GF(162) fields must be identical. For
example, given any a and b, and defining ¢ and d as: o = o + o and 0 = a? o , ¢ and d will
be the same for both GF(256) and GF(162) fields. When the two fields meet this requirement,
then a field can be mapped to the other by multiplication by an 8 bit by 8 bit matrix and mapped
back by with the inverse of the matrix.

For the GF(256) based on the polynomial x&+ x*+ x® + x? + 1 (11D hex), there are 4 compatible
GF(16%) fields: x> +2x+5,x2+3x+4,x>+4x+2,and x> +5x + 3.

For the GF(256) based on the polynomial x + x” + x? + x! + 1 (187 hex), there are 4 compatible
GF(16) fields: x2+9x+2, x> +bx+5x?+dx+4,andx>+ex + 3.

After choosing compatible fields, mapping from one to the other is accomplished by matrix
multiplication. The byte to be converted is treated as an 8 row by 1 bit wide matrix, with most
significant bit at the top. For example naming the byte bits as new and old:

ol |o1ld;

| new, | 1001000

| news | 1111010 0 lo1ds |
| news | loo10000 0 lo1ds |
|news | - 1010101 o lolds |
| news | 1110100 0 lo1ds |
|new, | lo1 00000 0 lo1ds |
| new; | lo111010 0 lo1d, |
| newo | loo10000 1 lo1dy |



Using GF(256) based on the polynomial x8 + x* + x3 + x? + 1 (11D hex), and GF(162) based on
the polynomial x*>+4 x +2= x?+ B2x + f, the following matrices are used for mapping:

GF (256) — GF(162) GF (16%) — GF(250)
10010000 01000010
11110100 0000O01QO00
00100O0O0CO0 001 00O0O0CO0
10101010 11000010
11101000 01101110
01 000O0O0CO0 11100100
01110100 00011100
00100O0O0T1 00100O0O0T1

Inversion of a GF(256) byte is done by mapping to GF(16%) with left matrix. Let a1 represent
upper 4 bits of mapped byte, and ao represent lower 4 bits, so that mapped GF(162) byte can be
represented as: ai X + ag . Defining the inverse byte as: b1 x + bo , the equations are:
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After calculating the b’s, map the byte back using the above right matrix.

For GF(256) based on the polynomial x& + x” + x? + x* + 1 (187 hex), and GF(162) field based on
x2+9x+2= x2+B¥x+ B, the following matrices and equations are used for mapping:

GF (256) — GF(162) GF (162) — GF(256)
10011100 11000010
11011000 11001110
00111000 01101100
11111110 10100110
10110000 11101010
01110000 O0001110
11000100 00110010
00111001 O001000O0O0T1
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